
February 2020

Data Sanitization: 
Policy vs. Reality 

R E S E A R C H  S T U D Y

Exposing the discrepancies between data 
sanitization policy creation and execution  

rev 2020.02

https://www.blancco.com


Data Sanitization: Policy vs. Reality  |  Research Study  |  February 20202

About the Report 3

Executive Summary 4

Introduction 5

Survey Results & Discussion 6

The Risks of an Incomplete Data Sanitization Policy 6

 Data in the Wrong Hands?  6

	 Onsite	vs.	Offsite	Erasure		 8

	 Delay	in	Equipment	Processing		 9

	 A	Worrying	Lack	of	Ownership	 11

	 Improving	Communication	Across	the	Organization			 14

Best Practice Recommendations 17

Conclusion 19

About Blancco 20

Table of Contents



Data Sanitization: Policy vs. Reality  |  Research Study  |  February 20203

This report is based on an extensive survey of:

•  1,850 senior decision makers with job titles of Head of Compliance, Chief Financial 
Officer, Finance Director, IT Asset Manager, Chief Information Security Officer, IT 
Security Vice President, Data Protection Officer and Head of Operations 

• Enterprises across the world with over 5,000 employees, including those located in 
USA/Canada, U.K., Germany, France, Japan, India, Singapore and Australia

• The following sectors: government, technology, finance, healthcare, 
pharmaceutical, defense, legal, manufacturing, energy, transportation and advisory 

The research was undertaken by independent research company Coleman Parkes 
Research in August 2019. 

About the Report
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The amount of data generated by individuals, businesses and governments every day 
is immense. For example, over 100 billion private and corporate messages are shared 
every day on Facebook alone—and that’s just one platform. The result is oceans of 
data from which companies can derive real business value and make better business 
decisions. This data is an essential resource in the new Digital Economy; however, 
storing, maintaining and moving it comes with risks—and potential liabilities. 

To manage this deluge of data, regulators have created and adjusted laws, directives 
and government guidelines to ensure data protection, establishing data privacy 
regulations such as the GDPR (General Data Protection Regulation) and CCPA 
(California Consumer Privacy Act), as well as many others around the globe. These 
regulations have prompted many enterprises to implement policies, processes and 
technology solutions to ensure they comply. It’s good news that these policies exist, 
but when we dig beneath the surface, there are huge gaps between policies existing 
and how they’re communicated, executed and enforced—meaning the right processes 
and solutions might not be in place.

We recently carried out research with Coleman Parkes to dig into the data sanitization 
policies of 1,850 of the world’s largest enterprises. We found that while the majority  
(96 percent) have a data sanitization policy in place, there is a large gap between policy 
and reality.

In a bid to educate the industry on this complex and important area, Blancco is now 
publishing the second part of its three-part series of reports to identify and explore  
the risks and issues associated with enterprises’ current data sanitization policies.

Our first report in this series, “A False Sense of Security,” looked at the misplaced 
confidence enterprises place in inadequate data removal methods used when 
decommissioning loose drives, servers, PCs and more. In this report, we found that  
36 percent of enterprise organizations were taking significant risks with their end-of-life 
sanitization methods and processes (or lack thereof). 

This second report examines the data sanitization policies enterprises have in place 
today, how they are being communicated across the organization, who is responsible 
for implementing and complying with them and what these policies may be missing. In 
this report, we’ll look at four key data sanitization issues.

We hope you find this report useful as you develop or redesign your own device  
end-of-life data sanitization policies and how they are actually deployed and monitored.

Executive Summary

https://about.fb.com/company-info/
https://www.dlapiperdataprotection.com/
https://www.blancco.com/resources/rs-a-false-sense-of-security-inadequate-data-sanitization/
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According to leading research and advisory body Gartner, “data sanitization is 
the disciplined process of deliberately, permanently, and irreversibly removing or 
destroying data stored on a memory device to make it unrecoverable.” This best 
practice method of data removal ensures organizations do not expose themselves to 
unnecessary risk.  

Data sanitization continues to rise in importance. As Rob Schafer, Gartner Senior 
Director Analyst, and Christopher Dixon, Gartner Sr. Principal Analyst, state in recent 
Gartner Hype Cycle reports, “growing concerns about data privacy and security, 
leakage, regulatory compliance, and the ever-expanding capacity of storage media and 
volume of edge computing and IoT devices are making robust data sanitization a core 
C-level requirement for all IT organizations.”

Data sanitization is clearly a requirement for enterprises today. This is reflected in our 
survey responses, which show that 96 percent of organizations have a data sanitization 
policy defined. However, on closer look, only 44 percent of those respondents feel that 
their organization’s data sanitization policy is fully in place and has been communicated 
across the entire business. That’s almost half of respondents who feel that their 
organizations are not doing enough to educate employees on existing data sanitization 
policies and their roles in creating, maintaining, implementing and complying with these 
policies. In addition, the responses show that these policies may not be comprehensive 
enough to cover data sanitization across the full lifecycle of all assets. 

Introduction
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Do	you	have	a	data	sanitization	(e.g.	physical	destruction,	overwriting,	formatting	a	drive...)	
policy	in	place	in	your	organization?

Figure 3.

Note: Numbers have been rounded up or down by one decimal place in some cases. 

https://www.gartner.com/en
https://www.blancco.com/blog-data-sanitization-gartner-hype-cycle/
https://www.blancco.com/blog-data-sanitization-gartner-hype-cycle/
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The Risks of an Incomplete Data Sanitization Policy  

Our previous report, “A False Sense of Security,” found that over a third of the 
global enterprises surveyed use inadequate data removal methods to prevent data 
breaches at end-of-life. This includes physical destruction without a clear audit trail 
and partial data removal methods such as deleting or formatting. But this isn’t the 
only way enterprises are taking risks with their end-of-life assets. 

Data in the Wrong Hands?

First, we’ll look at data sanitization key issue number one: putting sensitive data in 
the (potentially) wrong hands. Worryingly, 22 percent of enterprises said that when 
an employee leaves their organization, the line manager is responsible for managing 
and controlling end-of-life equipment as part of their data sanitization policy. For 
another 22 percent, it is the employee himself that is responsible. Without further 
exploration, this may seem to be a perfectly reasonable setup, but consider the fact 
that the employee and/or line manager may not be fully aware of (or trained on) the 
organization’s data sanitization policy, which is a common case, and the situation 
becomes a cause for concern. 

Survey Results & Discussion

https://www.blancco.com/resources/rs-a-false-sense-of-security/
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Without this type of knowledge or training, (former) employees and their managers may 
choose to perform an insecure method of data sanitization that leaves sensitive employee 
data behind. This data may then be accessible to others should the device leave the 
organization for resale or physical destruction. Even if the device is being reused within the 
organization by a different user (intern vs. CIO) or a different department (e.g. finance vs. IT), 
there could be cause for concern about an internal breach. 

If the line managers and employees are flexible workers, contractors or freelancers, 
this creates an additional layer of risk. A third of enterprises (31 percent) surveyed 
felt flexible workers were the least likely to comply with data sanitization policies, 
while 40 percent believed contractors or freelancers were the least likely to 
understand or comply with their data security policy.

The data shows that enterprises should focus their training investment on these 
two groups of workers, as they may carry a bigger risk of jeopardizing data security 
if data sanitization policies are not followed properly. This is particularly important in 
the age of the gig economy as we see millions of employees trade in their traditional 
jobs for per-project contracts. These groups of employees should also be included in 
an enterprise’s data sanitization policies, as their involvement in the data sanitization 
process for end-of-life devices may be different from full-time, salaried employees. 

Survey Results & Discussion

Which	of	the	below	groups	are	the	least	likely	to	comply	with	data	sanitization	policies?
Figure 5.
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From the survey responses, we see that often, an organization’s IT team handles 
end-of-life asset decommissioning. Enterprises in Japan lead in this area, with 54 
percent of organizations stating their IT team completely manages the end-of-life 
data sanitization process. Meanwhile, respondents in India said their IT team only 
handles such situations 29 percent of the time. Globally, the results show fewer than 
half of organizations rely on their IT teams to manage IT equipment at end-of-life. 

Onsite vs. Offsite Erasure 

Perhaps even more disturbing than who is performing data removal on assets at 
end-of-life is where this process is being carried out, which brings us to our second 
key data sanitization issue: taking data-ridden equipment offsite. Thirty-four percent 
of enterprise organizations are sanitizing PCs and laptops offsite at end-of-life. 
Overall, we saw similar numbers for servers and other data center equipment, with 
34 percent sanitizing equipment offsite. India was the largest outlier, keeping most of 
its data center equipment onsite during the sanitization process (73 percent). 

Survey Results & Discussion

Who	is	responsible	for	managing	and	controlling	end-of-life	equipment	 
as	part	of	your	data	sanitization	policy?

Figure 6.
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Survey Results & Discussion

Working with a third-party provider to sanitize equipment offsite isn’t necessarily 
a bad thing, but it does present certain risks. For example, organizations without 
complete visibility into the chain of custody for their IT assets have no way to 
prove that the data on their assets wasn’t compromised during the transportation 
process. A lack of verification and certification that the sanitization was completed 
successfully further complicates the issue. These organizations may have a data 
sanitization policy that says all data is to be destroyed beyond recovery at end-of-life, 
but they’ll have no way to prove they’ve done so during an internal or external audit. 

Delay in Equipment Processing 

For organizations that do erase equipment onsite (whether it’s then shipped off 
somewhere else for physical destruction or not), one major risk is keeping equipment 
onsite for an extended length of time. In theory, keeping data-bearing equipment 
onsite seems relatively safe, but when you consider that employees are often the 
cause of data breaches, it’s easy to see leaving equipment around in storage areas  
as highly risky behavior. 

 

Where	do	you	primarily	perform	the	erasure	/	destruction	of	end-of-life	equipment?
Figure 7.
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Survey Results & Discussion

Today, insider threats from current employees are such an issue that 2019 was the 
first year the U.S. declared September to be National Insider Threat Awareness Month. 
According to the Verizon 2019 Data Breach Investigations Report, 34 percent of 
all breaches in 2018 were caused by employees, and an even more damning 2018 
Forrester survey indicated that 53% of data breaches were the result of insiders, with 
over half of those incidents were malicious in nature.

According to our survey results, only 13 percent of global enterprises are 
“immediately” sanitizing assets once they reach end-of-life, while 31 percent take 
over a month to sanitize their devices. Sanitization takes the longest in Germany and 
Singapore, with well over 50 percent of companies taking more than a month to wipe 
or destroy equipment, putting their companies at risk of equipment loss or theft, and 
ultimately, a data breach. 

Organizations should immediately sanitize end-of-life equipment as part of their 
overarching data sanitization policy. This will remove unnecessary risk during asset 
decommissioning. The best way to successfully embed this process is to integrate 
data sanitization of all end-of-life IT assets into existing remote asset management 
processes.

IMMEDIATELY WITHIN  
1 WEEK

WITHIN  
2 WEEKS

WITHIN  
1 MONTH

1-3 
MONTHS

3-6 
MONTHS

6-12 
MONTHS

A YEAR  
OR MORE

WHEN WE 
HAVE ENOUGH 

TO SEND/
DESTROY

Total 13% 14% 15% 26% 18% 8% 3% 1% 1%

U.S. / Canada 30% 23% 9% 19% 9% 3% 3% 1% 2%

U.K. 16% 21% 28% 24% 8% 3% - - -

Japan 3% 9% 23% 57% 4% 1% 3% 1% -

Germany 11% 10% 6% 7% 43% 18% 3% 1% 2%

France 2% 4% 17% 46% 19% 4% 3% 1% 2%

India 18% 18% 12% 15% 11% 12% 8% 3% 3%

Singapore 7% 9% 11% 28% 27% 14% 2% 1% 1%

Australia 10% 16% 14% 18% 23% 10% 4% 2% 2%

How	soon	do	you	erase	end-of-life	equipment?
Figure 8.

Note: Numbers have been rounded up or down by one decimal place in some cases. 

https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf
https://go.forrester.com/blogs/insider-threat-gets-its-own-national-awareness-month/
https://go.forrester.com/blogs/insider-threat-gets-its-own-national-awareness-month/
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A Worrying Lack of Ownership

According to Gartner’s Hype Cycle for Data Security, Hype Cycle for Privacy and 
Hype Cycle for Endpoint Security, 2019, “growing concerns about data privacy and 
security, leakage, regulatory compliance…are making robust data sanitization a 
core C-level requirement for all IT organizations.” Yet, our research paints a different 
picture. 

While 68 percent of respondents agree that ownership of data sanitization 
policies is clearly communicated within their organization, when asked who was 
responsible within the organization to implement that data sanitization policy, 18 
percent of enterprises stated the Data Protection Officer (DPO), 18 percent the 
Head of Operations, 17 percent the Head of IT Operations and 11 percent the Chief 
Information Security Officer (CISO). This brings us to our third key data sanitization 
issue: a lack of clear ownership. While different organizations will have different 
people in charge, it’s important that data sanitization roles and responsibilities are 
well-defined. It also highlights a potential issue: enterprises often consider data 
sanitization as a “checkmark” exercise that must be done to satisfy compliance or 
operational requirements, but not doing so may not be seen as a security threat. 

Best practice is for someone in a compliance, data protection or information security 
role to take the helm (or other leadership role outside of operations) This is because, 
while operations roles may have oversight of how processes are performed across 

Survey Results & Discussion
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Total 18% 18% 17% 11% 9% 9% 8% 5% 5%

U.S. / Canada 22% 13% 13% 15% 7% 16% 5% 7% 1%

U.K. 20% 40% 8% 6% 9% 9% 4% 1% 3%

Japan 18% 4% 39% 19% 3% 3% 1% 9% 4%

Germany 25% 7% 11% 11% 12% 10% 13% 3% 10%

France 6% 34% 22% 4% 16% 3% 5% 1% 9%

India 17% 8% 17% 18% 9% 8% 11% 9% 3%

Singapore 11% 8% 21% 12% 5% 11% 20% 8% 4%

Australia 18% 15% 19% 9% 12% 6% 7% 7% 7%

Within	your	organization,	who	is	responsible	for	implementing	data	sanitization	policy?
Figure 9.

Note: Numbers have been rounded up or down by one decimal place in some cases. 
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the organization, they often do not put enough focus on compliance. This leads to 
operations-led organizations often choosing what they perceive to be the quickest 
and most efficient methods of data removal—but not always the most secure or 
compliant. Of respondents in Japan, 39 percent said their Head of IT Operations 
oversaw implementing the data sanitization policy. In the UK and France, the Head 
of Operations role took a strong lead. Again, while this mix makes sense from an 
operational perspective in terms of who is actually performing the data sanitization 
(preferably the IT team), there should be oversight from the compliance side of the 
business to ensure the policies adequately address security and compliance.

There’s also a lack of ownership regarding how enterprises are complying with 
their data sanitization policies. The responsibility is spread across different 
job roles including the Head of Compliance (30 percent), Head of IT Operations 
(15 percent), Head of Operations (14 percent), Head of Legal (11 percent) and 
DPO (9 percent). While different organizations will have different individuals 
overseeing these responsibilities, it’s important that someone takes the lead and 
clearly communicates data sanitization roles and responsibilities across the full 
organization. 

It’s encouraging to see that 30 percent of organizations are placing Head of 
Compliance roles in charge of their data sanitization policies (in Japan, this number 
jumps to a very encouraging 71 percent). Although the DPO should be involved more 
heavily in these duties, it’s the larger split of roles in operations and technology that 
is more concerning. These individuals may not have compliance at the top of their 
agenda, potentially causing gaps between what’s put into policies by the DPO or 
compliance teams and what’s actually done daily. 

So, while many companies have a data sanitization policy in place, it seems the 
objectives and roles aren’t always clear within those policies. That makes sense, 
considering a whopping 89 percent of respondents reported having a data 
sanitization policy that is fewer than 12 months old, meaning there may not have 
been enough time for the policy (whether brand-new or updated) to be fully enacted 
and communicated across the organization.  

Survey Results & Discussion
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Survey Results & Discussion

Additionally, only 50 percent of respondents said their organization had a technology 
re-use and disposals policy in place that was communicated across the entire 
organization. Most of these policies (92 percent) also covered data sanitization, 
meaning 8 percent of organizations may be redeploying or disposing of equipment 
without specific rules around how the potentially sensitive data on that equipment 
is sanitized. Data sanitization should be a major part of any technology re-use or 
disposals policy. Leaving data behind can put enterprises at significant risk of a breach. 
These numbers show that there may be some confusion between what elements are 
covered across data sanitization policies, technology re-use and disposal policies 
and IT/data security policies. If data sanitization is not addressed at every stage of the 
data lifecycle, and included in all applicable data security policies, enterprises may be 
missing crucial steps that put data at risk of a breach. 

Why is this happening, and how can organizations fix this issue? The first step 
is to make sure enterprise data sanitization and other data security policies are 
comprehensive enough to cover several often-overlooked scenarios. The second  
is to ensure that policies are communicated and enforced properly. 

LESS THAN  
ONE MONTH 1 OR 2 MONTHS 3 OR 4 MONTHS 5 OR 6 MONTHS 6 - 9 MONTHS 9 - 12 MONTHS MORE THAN  

12 MONTHS

Total 1% 6% 14% 20% 25% 22% 11%

U.S. / Canada - 8% 11% 16% 22% 25% 18%

U.K. 1% 6% 8% 24% 31% 25% 5%

Japan 2% 2% 10% 19% 27% 33% 6%

Germany - 4% 9% 25% 40% 14% 7%

France - 10% 39% 14% 17% 15% 5%

India 1% 10% 12% 22% 13% 17% 23%

Singapore 1% 3% 13% 21% 28% 21% 13%

Australia 3% 7% 6% 20% 20% 30% 14%

How	old	is	your	data	sanitization	policy?
Figure 10.

Note: Numbers have been rounded up or down by one decimal place in some cases. 
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Survey Results & Discussion

Improving Communication Across the Organization 

That brings us to key data sanitization issue number four: lack of communication. 
Although 96 percent of organizations have a data sanitization policy in place, 31 
percent have yet to communicate it across the business, and 20 percent of other 
respondents don’t believe their organizations’ policies are finished being defined. 
Overall, over half of organizations do not have a data sanitization policy in place that’s 
being effectively communicated across the full company on a regular basis. 

If most data sanitization policies (66 percent) are being updated at least every 
nine months, that means these policies should be communicated continually 
across the organization, both to those who are responsible for implementing and 
complying with them, and also to the full organization, as every employee is involved 
in disposing of sensitive data in some way (e.g., upgrading equipment; erasing 
sensitive files and folders for end users; erasing laptops, servers, etc. for IT teams). 
Organizations must put methods in place to communicate these policies and must 

I don’t knowYes No

Is	your	data	sanitization	policy	part	of	an	overall	reuse	and	disposals	policy?
Figure 11.

Note: Numbers have been rounded up or down by one decimal place in some cases. 
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Survey Results & Discussion

charge their DPOs or Heads of Compliance to make sure they are being enacted 
properly. The best way to do this is through an audit trail. If a certificate of erasure 
or physical destruction (or a combination of the two) exists for every asset and is 
stored within a central location, this becomes a much easier task, especially when 
customers or third parties come onsite for an audit. 

Policy owners should not only communicate the contents of data security policies 
and who is responsible for upholding those policies (including those that cover data 
sanitization) but also the last time the policies were updated. Any time policy updates 
are made, there should be an easily accessible, company-wide announcement and/
or training around this important issue. 

0+0+100+100+100+0+100+0100+100+97+0+98+100+0+10098+99+96+99+0+99+99+9996+97+90+98+96+97+98+9680+79+31+92+76+88+77+7862+42+11+43+25+77+44+52
U.K. Germany France India SingaporeU.S. / 

Canada
Japan Australia

52%

1%

26%

19%

3%

44%

1%
1%

22%

33%

77%

1%
2%

11%

9%

25%

2%
2%

51%

21%

43%

1%

6%
1%

49%

11%

3%

6%
1%

20%

60%

42%

1%
2%

37%

18%

62%

2%
2%

18%

16%

No, we have no plans 
to introduce a data 
sanitization policy

No, we are holding 
back investment due 
to Brexit uncertainty

No, we are holding 
back investment 
due to geopolitical 
uncertainty

Yes, our data 
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Do	you	have	a	data	sanitization	(e.g.	physical	destruction,	overwriting,	formatting	a	drive...)	
policy	in	place	in	your	organization?

Figure 12.

Note: Numbers have been rounded up or down by one decimal place in some cases. 
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Survey Results & Discussion

Twenty-nine percent of respondents were not aware of when their organization’s IT 
security policy was last updated, even though 67 percent were aware of its specific 
contents, including those concerning data sanitization. France and the UK, in 
particular, struggle with knowing when their policies were last updated (55 percent 
and 58 percent aware, respectively) and what they contain (50 percent and 56 
percent, respectively). India leads in this area, with 89 percent of respondents from 
India aware of when their IT security policy was last renewed. 

Figure 13.
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Best Practice Recommendations 

NIST Special Publication 800.88 Rev. 1 “Guidelines for Media Sanitization,” the current 
go-to data sanitization document for many enterprises around the world, provides clear 
instructions for achieving data sanitization, and it should be considered as a best practice 
guideline for enterprise data sanitization policies. 

One necessary element of secure data sanitization is verification. 

The Guidelines provide two options for verification:

• Verification that sanitization has been applied to all media in question (typically  
not applicable for each piece of media when physically destroying)

• Verification of a sample of the media to show that no data is recoverable

After verification must come certification in the form of a detailed certificate for each 
piece of electronic media that has been sanitized. This certificate can be printed 
or electronic, but it is a critical element that validates that data has been rendered 
irretrievable from the media that has been sanitized. It typically lists each storage device 
by serial number. A proper certificate also describes the type of sanitization, method 
used (i.e., degauss, overwrite, block erase, crypto erase, etc.), the tools and the verification 
methods used and several other pieces of information. Without this certificate, sanitization 
is not considered complete.
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Best Practice Recommendations 

And these are just the basics. Here are seven other key elements data sanitization 
policy owners and implementers should consider:

To pass internal, customer and third-party audits and ensure compliance with data 
privacy regulations and guidelines, enterprises must take the points above into 
consideration to ensure all sensitive data is securely removed at asset end-of-life  
or in other data end-of-life situations, such as data that has reached the end of its 
retention period.

7 Key Data Sanitization Best Practices:

1. If using a third-party ITAD vendor, ask them to provide a full 
chain of custody for your end-of-life devices, from pickup to 
transport. Ensure you receive a certificate of destruction for 
each asset. 

2.  Ensure your data sanitization policy includes all IT assets, 
including smartphones, tablets, PCs, servers, loose drives, 
removable media virtual machines, etc. 

3. Define SLAs for ensuring devices are sanitized immediately  
at end-of-life, preferably within 24 hours, to minimize risk. 

4. Ensure no assets leave your enterprise or data center 
environment with sensitive data on them. Erase devices onsite 
and ensure that you receive a tamper-proof certificate of 
erasure. This includes devices that are repurposed within the 
organization (e.g. when an employee leaves) and assets that 
leave the organization (for donation, resale or recycling). 

5. Create a clear plan for communicating your data sanitization 
policy to employees on a regular basis. Plan to provide training 
as needed and ensure that someone has ownership of this 
process. 

6. Ensure each person and department’s involvement in each data 
sanitization process is clearly defined, with specific roles and 
responsibilities outlined for redeployment, resale, recycling, 
donation, etc. 

7. Conduct regular internal audits. By doing so, you can determine 
if your policies are executed properly across every department, 
employee and even your partners and vendors.
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Conclusion

Although many enterprises have shown commitment when it comes to creating data 
sanitization policies, clearly not enough has been done. Organizations must look at 
their current data security policies, particularly around data sanitization, and determine 
if they are comprehensive enough to avoid potentially hidden risks, such as lack of 
employee awareness or gaps in decommissioning processes (leaving equipment 
unsanitized onsite, not addressing all assets, not having oversight from the compliance 
team, etc.). Only by doing so will the 96 percent of enterprises that say they have a data 
sanitization policy close the gap between data sanitization policy and reality. 

This is an especially important message for the 89 percent of organizations that say 
their data sanitization policy is fewer than 12 months old. With such fresh policies, it’s 
understandable that not every issue has been covered yet, but it’s also important to 
ensure these policies are comprehensive enough to cover such issues as ownership, 
communication and chain of custody moving forward.



Data Sanitization: Policy vs. Reality  |  Research Study  |  February 202020

About Blancco

Blancco is the industry standard in data erasure and mobile device diagnostics 
software. Our data erasure software provides thousands of organizations the tools 
they need to enable sustainable data sanitization processes across the widest array of 
IT assets. By focusing on erasing and reusing assets instead of physically destroying 
them, organizations can improve their security posture and address corporate social 
responsibility requirements, while also ensuring compliance with local and global data 
privacy requirements. 

Blancco data erasure solutions have been tested, certified, approved and 
recommended by 15+ governing bodies and leading organizations around the world. 
No other data erasure software can boast this level of compliance with the rigorous 
requirements set by government agencies, legal authorities and independent testing 
laboratories. All Blancco erasures are verified and certified, resulting in a tamper-proof 
audit trail. 

With Blancco Mobile Solutions, organizations can achieve real-time valuation for mobile 
devices with a simple tool that enables consistent, accurate and measurable diagnostic 
testing, in-store or remotely via a customer-facing app, with workflows purpose-built 
for buy-back/trade-in, mobile insurance and returns reduction.  

Additionally, mobile processors can achieve operational excellence while maximizing 
profits with Blancco Mobile Diagnostics & Erasure—a purpose-built solution that 
streamlines diagnostics, erasure and grading processes to prevent unnecessary 
touchpoints and increase efficiency.

For more information, visit our website at www.blancco.com.
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